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Data Sheet 
 
neteXpose DNA automatically discovers IP network devices and 
end-stations from different vendors, creates IT asset reports, and 
draws the network topology. Value-added information applications 
correlate the DNA asset data with data of external sources, 
providing users with detailed information to optimise and pro-
actively manage their network infrastructure.  

Key Features 

 Discovery Engine 
o Locates IP network devices and end-stations  
o Delivers accurate configuration data on installed hardware 

and software  
o Calculates the network topology  
o Stores device and topology data in an open SQL database 

 Reporting Tool 
o Automatically produces inventory reports on network devices 

and end-stations, including hardware, software and services 
o Offers a variety of predefined reports 
o Supports customer-specific reports through SQL queries 

 Visualisation Tool 
o DNA-integrated Basic Visualisation offers two network maps 
o Network Topology Visualisation automatically creates pre-

defined network maps on different layers, and offers 

enhanced graph, layout, and editing features 
o Map Configurator automatically creates network maps based 

on user-selected devices and shapes 
 Value-added Information Applications 
o Provide End of Life (EOL) information on network hardware 

and software of Cisco  and other network device vendors 
o Security CVE reports on Cisco IOS 

Key Uses 

 Automated IP network inventory for technical and business 
analysis 

 Consistent, up-to-date network inventory database 
 CMDB population with infrastructure data  
 Data exchange with 3rd party applications, e.g. Network 

Management, Facility Management or Life-cycle Management 
Systems 

 Numerous information for pro-active network management, 
sales and service activities: migration, up selling, cross selling  

Key Benefits 

 100% visibility:  
o IP network devices, end-stations, topology 
o Software and hardware profiles 
o Manufacturers 

 Drastic reduction in manual tasks and costs 
 Improved network planning and operations efficiency by rapidly 

identifying the physical characteristics and location of network 
devices, even un-managed, unknown or hidden ones 

 IT cost reduction through 
o improved order processing and order control 
o optimised device usage 
o enhanced software license management 
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Devices – sorted by Type 

 

 

 

 

 

 

 

 

 

 
Hybrid Map – Symmetric Layout 

 

 

 

 

 
Order Information 

neteXpose DNA 3.4 includes DNA Network 
Discovery Engine, DNA Inventory Reporting 
Tool, and DNA-integrated Basic 
Visualisation.  
 
neteXpose DNA 3.5 includes DNA Network 
Discovery Engine, DNA Inventory Reporting 
Tool, DNA-integrated Basic Visualisation, and 
VAI Applications. 
 
Separate Licenses needed for DNA Network 
Topology Visualisation, and Map 
Configurator. 

voraus.  
 

DNA 
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Discovery Engine 

 
 Java-based discovery engine, including API access to web 

server and data base 
 Running on Windows, Unix, Linux systems 
 Common database support, e.g. Microsoft Office AccessÊ, 

mySQL, Oracle 
 Supported protocols: SNMP V1, SNMP V2, SNMP V3, NetBIOS, 

WMI (multi domain), Cisco CDP, Nortel SONMP 
 Detailed information on: 
o SNMP devices: name, IP address, vendor, type, model, 

serial number, number of slots, chassis, cards and modules, 
software and firmware 

o Microsoft devices: name, IP address, vendor, model, serial 
number, OS, user, CPU, memory, disk, installed software, 
hot fixes and patches 

o NetBIOS devices: name, IP address, type, model, 
manufacturer, description 

 Security enhancements 
o SNMP V3 credentials, including MD5 and SHA encryption 

o WMI credentials, including WMI multi domain support 
 Easy to install, user-controlled scanning capability: 
o Flexible inventory perimeter with allowed/prohibited 

subnets 
o Self-adaptive bandwidth usage by 64kb increments 
o Scan-scheduler 

 Integrated web server, multi-user web interface to access 
inventory reports and maps  

 Change tracking and history reporting 
 Online data base update process with neteXpose server 
 
 

Reporting Tool 

 
 Provides:  
o Discovery summary report  
o Asset reports 
o End-of-Life (EOL) and Security (CVE) reports 

 Discovery summary report consolidates all the critical 
information gathered during the inventory scan 

 Variety of pre-defined report types, providing detailed 
information at different levels, e.g. 
o Group reports list all devices, device types, vendors, 

subnets and hardware 
o Vendor reports, e.g. Cisco Assets, Cisco CDP, Nortel 

SONMP, Avaya Assets 
o Device reports show workstations and servers, routers, 

switches or printers 
o Software and services reports list all software components 

and services for Microsoft, including MS updates/hot fixes 

and processes 
o Summary reports provide network-wide statistics such as 

the number of managed/un-managed devices as well as 
switch port and IP address utilisation 

 Notes menu allows adding device-specific information in plain 
text (e.g. company-specific inventory code) and web links (to 
vendorôs web site, EOL announcement web site, etc.). The 
notes menu is accessible on the device report 

 Creates ready to use asset reports in HTML, Microsoft Office 
ExcelÊ and Microsoft Office WordÊ  

 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 

 

 

 

 
 
 

 
 

 
 
 

 
 

 

 

 

 

 

 

 

 

 

 
                      Asset Report ï Device by Model 
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                       Asset Report – Software Summary 
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Visualisation Tool 
 
 
DNA-integrated Basic Visualisation 
DNA-integrated Basic Visualisation application is Java-based, 
and offers two networks views: 
 The Layer 2 Neighbourhood Map shows the immediate layer 2 

environment for a selected device, e.g. switch, connected end 
stations, other switches, including connectivity data 

 The Layer 3 Next Hop Map shows the selected device, its 
subnet and next hop routers for the subnet 

 Network navigation 
o Clicking on a switch will show the neighborhood of that switch 
o Clicking on a subnet will display its Next Hop router map 

 Right-clicking on a device displays the following options: 
o Properties menu, displaying the deviceôs characteristics in the 

DNA main window 
o Switch to Layer 3 Map 
o HTTP, FTP, Telnet session to that device 

 DNA basic maps can be exported to Microsoft Office VisioÊ to 
create complex network drawings 

 Multi-user web access  

 
DNA Network Topology Visualisation 
DNA Network Topology Visualisation is Java-based, and offers 
several pre-defined network maps as well as enhanced graph 
and layout technology.  
 Automatically creates different network maps on layer 2, 

layer 3, and layer 2/3 
 Integrated graph layout technology reveals complex 

relationships in data by automatically computing diagrams 
and presenting them as well-organised drawings 

 Several layout styles provided 
 Sophisticated graph display, viewing and editing technologies:  
o Connections are indicated as follows:  

Green line: host connection, e.g. PC, printer, IP phone 
Blue line: infrastructure link, e.g. switch to switch 

Black line: layer 3 next hop routing link 
Double line: redundant link 

o Different label and line styles to customise drawings 
o Icon palette offers a variety of network device icons and 

other symbols which can be dragged onto the canvas 
o Zooming, panning and scrolling features support drill-down 

from high level views to lower levels, including every single 
device and connection 

o Overview Window displays the complete drawing, when 
zooming, scrolling, or panning modifies the view port of the 
drawing canvas 

o Movable and sizable marquee. When moving the marquee, 
the drawing canvas scrolls or pans. When sizing the 
marquee, the drawing canvas zooms in or out 

o Pan tool to magnify a map to a size larger than the window 
o Navigate connections: Moves the cursor along a connection to its 

switch and back to the start position 
 Device and configuration information 
o Every device is automatically labelled with its IP address, name 

and vendor 
o Moving the mouse over a connection will display its start and end 

point, including IP address, name, device vendor 
o Right mouse click on a device opens its DNA Device Report, and 

gives access to other drawing options 
o Search facility locates every single map device based on its Host 

name, IP address or MAC address 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 

 

 

 

 
 

 

 

 

 
 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 
             Layer 2 Neighbourhood Map, DNA Basic Visualisation 
 

 

 

 

 

 

 

 

 

 

 

 
               
                          Zoomed network portion, including 
                         labelling and connection information 

 

 

 

 

 

 

 

 

 

 
                           Zoomed network portion, including  
                            Total network in Overview Window     
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DNA Network Topology Visualisation (cont.) 
o Right mouse click on a device opens its DNA Device Report, and 

gives access to other drawing options 
o Search facility locates every single map device based on its Host 

name, IP address or MAC address 
 Different output and access options ease map sharing, processing 

and archive 
o Multi-user web access to drawings and reports 
o Different map print options 
o Export facility to Microsoft Office VisioÊ 

 
Map Configurator 
Map configurator allows for customised network map creation 
based on selected devices, using customer-specific shapes.  
 Customised device filter configuration 
 Automated network map creation 
 Shape assignment per device 

 
 

Value-added Information (VAI) 
Applications 
 
The DNA VAI applications correlate the DNA discovery data with 
data of external sources providing numerous information to 
analyse and optimise the deployed network infrastructure.  
 
Starting with neteXpose DNA v3.5, two DNA VAI applications are 
provided:  

 

End of Life (EoL) Application 
The DNA End of Life (EoL) application correlates the DNA inventory 
data with lifecycle data of Cisco and other network device vendors.  
 Automatically updates DNA inventory data with the latest EoX 

data of Cisco and others 
 Automatically creates a variety of DNA XML EoX reports 
 EoL report  export to Microsoft Office ExcelÊ  
 Microsoft Office WordÊ templates to document the DNA 

inventory 
 
Security (CVE) Application 
The DNA Security Common Vulnerabilities and Exposures (CVE) 
application correlates the DNA inventory data with the dictionary 
of publicly known security vulnerabilities and exposures of the 
MITRE Corporation, as well as other security information sources, 
such as manufacturers, private and public security organisations.  
 Automatically creating security (CVE) reports on discovered 

Cisco software 
 Offers security (CVE) information, as well as links to related 
manufacturerôs and security organisationôs web sites 

 
 

System Requirements 
 

 Microsoft Windows XP or 2003 Server: 1 GB RAM (DNA 3.4);  
2 GB RAM (DNA 3.5) 

 Linux Suse Enterprise; Red Hat ES3; Ubuntu 9.x: 4 GB RAM 
 Unix/Solaris requirements on request 

 JAVA JVM: J2RE v1.6 or later 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 10: DNA map, exported to Microsoft Office VisioÊ 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 11: Cisco EOX Report ï Group By Models 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 12: Cisco CVE Report - IOS Software 
 

 

  

 

 

 

 

 

 

 

 

 

 

 

 
        
                       DNA map, exported to Microsoft Office VisioÊ 
 

 

 

 

 

 

 

 

 

 
             
                    Cisco EOX Report ï Group by Models 

 

 

 

 

 

 

 

 

 

 
 

                    Cisco CVE Report ï IOS Software 

 

 
 

 

 

 

Contact 

neteXpose SARL 
400 avenue Roumanille ï BP 300 
F-06906 Sophia Antipolis cedex ï FRANCE 

 
Phone: +33 (0)4 93 00 12 74 
E-Mail: info@netexpose.com 
Web: http://www.netexpose.com 
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